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Abstract

In today's digital era, cyberattacks are increasing
year after year, exposing the limitations of traditional
defense approaches and creating a need for new
paradigms. Based on existing studies, this paper
examines the theoretical foundations of cyber immunity,
its global applications, the current state of
cybersecurity in Mongolia, and relevant defense
mechanisms.

Cyber immunity, inspired by the principles of
biological immune systems, represents a modern

CORRESPONDING approach to cybersecurity. Key mechanisms include
AUTHOR: minimal trusted code, operating systems such as
* Ankhbayar Davaanyam . .
KasperskyOS that rely on continuous monitoring, and
artificial intelligence—driven threat detection systems,
EEbYWORDS_; . . all of which are widely used globally. According to
yber immunity, cybersecurity, , ..
artificial  immune  system. Gartner‘s fore?ast, by 2025, organizations that adopt
KasperskyOS, information cyber immunity systems are expected to reduce
security downtime by up to 80%.

Introduction

Human security in the cyber environment is a constantly evolving field, and with
each new technological advancement, new risks and opportunities arise. To ensure
human security, it is necessary to take all of the above factors into account and take
comprehensive measures. !

Cyber immunity refers to the ability of information systems to autonomously
detect cyber attacks and threats, protect themselves, and recover on their own?. This
concept originated from applying the principles of the biological immune system to

' DOI: 10.65902/tsats.2026.01.002 Experience and Lessons from Human security in the cyber environment: Risks
and key protection issues

2 Kaspersky. (2022, November 23). What is cyber immunity and how to build an operating system based on the
concept. Kaspersky Blog. https://www kaspersky.com/blog/how-to-create-cyberimmune-system/46314/ Wlodarczak,
P. (2017). Cyber immunity. In 1. Rojas & F. Ortufio (Eds.), Bioinformatics and Biomedical Engineering (Lecture
Notes in Computer Science, Vol. 10209, pp. 1-9). Springer. https://doi.org/10.1007/978-3-319-56154-7 19
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information technology and has become an important area of modern cybersecurity
research.

Eugene Kaspersky, founder of Kaspersky Lab, defined cyber immunity as “A4
cyber-immune system is a system designed to be secure, which continues to perform its
core functions even after being attacked®.”

Comparison With Biological Immunity:

The concept of cyber immunity shares several similarities with biological immune
systems:

Table 1
No. Biological Immuni Cyber Immuni
1 Detect viruses, bacteria Detect malicious code and attacks
2 Generate antibodies Generate security rules
3 Immune memory Attack intelligence database
4 Self-repair Automatic system recovery
5 Foreign object detection Anomaly detection

Core principles of Cyber Immunity

Cyber immune systems are based on the following core principles:

1. Security by design: The principle of ensuring security from the system's
inception, which is built into its core architecture.

2. Least Privilege: The principle that each system component has only the
minimum privileges required for its function.

3. Isolation: Isolating parts of the system so that an attack on one part cannot
affect other parts;

4. Continuous Monitoring: Continuously monitors system operations to detect
abnormal activity;

5. Adaptability: Ability to adapt to new types of attacks and automatically update
defenses.

Consequences Of Weak Cyber Immunity:

Weak cyber immunity is not just a technical issue but a complex phenomenon that
affects multiple sectors of a country's social, economic, and political life. Threat actors
exploit these vulnerabilities to operate at the individual, organizational, and national
levels for their respective objectives.

At the individual level:

A person's weak cyber immunity directly affects the security of their personal
information. In today's digital environment, individuals rely on a variety of information
systems in their daily activities, such as online banking, social media, and e-commerce.
As this reliance grows, the risk of cyberattacks also increases. Additionally, attackers
can use methods such as phishing, social engineering, and malware to steal personal
information and financial credentials. As a result, individuals not only suffer financial

3 Kaspersky, E. (2021, November 12). Transition from cybersecurity to cyber-immunity. IRISSCON 2021.
Infosecurity Magazine. https://www.infosecurity-magazine.com/news/transition-cyber-immunity-kaspersky/
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losses but also face the risk of reputational damage and loss of personal privacy.
According to studies, the harm suffered by individuals from cyberattacks is increasing
year after year, making the need to strengthen cyber immunity all the more apparent.

At the organizational level, A weak cyber posture gives competitors and
cybercriminals an advantage. An attacker who gains access to an organization's
information systems can steal customer databases, intellectual property, financial
information, and more. This type of attack not only causes direct financial losses but
also leads to long-term consequences such as loss of customer trust and reduced market
share. Globally, major corporations are suffering tens of millions of dollars in losses
from cyberattacks, demonstrating that strengthening an organization's cyber immunity
has become an essential strategic requirement.

At the national level, A weakness in cyber immunity can directly impact a nation's
national security. Foreign intelligence agencies and hostile nation-state cyber units can
exploit poorly protected infrastructure to obtain classified government information and
to launch attacks on the power supply, communications, and financial systems.

For countries with weak cyber immunity, these risks become not just
technological issues but strategic threats that impact political and economic stability.
Therefore, international researchers emphasize the need to consider cyber immunity an
integral part of national security policy.

Research Section: Global Cyberattack Statistics and Examples.

In the modern digital environment, the number of cyberattacks is increasing
sharply year after year. According to research by Check Point Research, in the third
quarter of 2024, the global average of cyberattacks per organization per week was
1,876, a 75 percent increase compared to the same period in 2023*. This clearly shows
that the trend of increasing cyberattacks is continuing unabated.

In terms of financial losses, the global cost of cybercrime in 2024 is estimated to
reach $9.5 trillion, a figure that Cybersecurity Ventures projects will rise to $10.5
trillion by 2025°. The average cost of a data breach in 2024 reached $4.88 million, a 10
percent increase over the previous year®. Global statistics on cyber attacks

# Check Point Research. (2024). A closer look at Q3 2024: 75% surge in cyber attacks worldwide. Check Point Blog.
https://blog.checkpoint.com/research/a-closer-look-at-q3-2024-75-surge-in-cyber-attacks-worldwide/

5 Cobalt. (2024). Top cybersecurity statistics for 2024. https://www.cobalt.io/blog/cybersecurity-statistics-2024

6 SentinelOne. (2024). Key cyber security statistics. https://www.sentinelone.com/cybersecurity-
101/cybersecurity/cyber-security-statistics/
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Figure 1

Growth of International Financial Harm 2022 -2025
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In terms of sectors, education and research institutions are the most at-risk,
suffering an average of 3,828 attacks per week, followed by government and military
organizations and the healthcare sector. In terms of ransomware or malicious software
attacks, more than 1,230 cases were recorded in the third quarter of 2024, with 57
percent of victims concentrated in North America’.

Figure 2
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Global Development of Cyber Immunity
The shift of the concept of cyber immunity from the theoretical realm into
practical application is a significant development in the modern cybersecurity field.
Within the framework of the Industrial Internet of Things (IloT) and Industry 4.0, the
convergence of information technology and industrial technology has dramatically

7 Check Point Research. (2024). A closer look at Q3 2024: 75% surge in cyber attacks worldwide. Check Point Blog.
https://blog.checkpoint.com/research/a-closer-look-at-q3-2024-75-surge-in-cyber-attacks-worldwide/
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expanded the arena for cyber attacks and, by exposing the limitations of traditional
cybersecurity defenses, has given rise to the new concept of cyber immunity®.

A leading example of the practical application of cyber immunity in countries
around the world is the KasperskyOS operating system developed by Kaspersky Lab.
The primary method for implementing cyber immunity is to divide information systems
into isolated segments. It is based on the principle of dividing information systems into
isolated components and controlling their interactions, rendering most attacks against
such systems ineffective and allowing the system to continue performing its core
functions even in a hostile environment’. In the industrial sector, the application of
cyber immunity is becoming particularly important. Netflix's use of the “chaos
engineering” methodology—intentionally breaking and crashing its own systems—to
uncover vulnerabilities, adapt in real time, and build self-healing infrastructure has
become a major example of the practical implementation of a cyber-immunity system'°.
Researchers estimate that the global market for cyber immunity systems will grow from
$16.8 billion in 2022 to $57 billion by 20321!.

Current State of Cybersecurity in Mongolia:

The ITU's Global Cybersecurity Index (GCI) plays a crucial role in assessing a
country's cybersecurity level internationally. According to the GCI 2024 report,
Mongolia scored 56.36 points, ranking 103rd out of 194 countries, in the “Establishing”
tier. (Establishing) level, a 17-place improvement compared to its 2020 score of 26.20'2.
When examined by each core indicator, Mongolia has shown significant growth in legal
framework, institutional arrangements, and capacity building, meeting the regional
average score for the Asia-Pacific region. In terms of the legal and regulatory
environment, since 2021, Mongolia has enacted the Law on Cybersecurity, The
enactment of the Law on the Protection of Personal Data and the accompanying rules
and regulations, and the continuous improvement of the legal environment, indicating
that it has approached the top score in GCI's legal indicators'>. However, the increasing
number of cyberattacks and the growing extent of damage are a cause for concern. Over
the past five years, the number of cyberattack victims—across government agencies,
public organizations, the private sector, and individuals—has reached 25,849, with

8 Butt, U. A., Amin, R., Aldabbas, H., Garg, S., Alroobaea, R., & Almotiri, S. H. (2021). Industrial IoT, cyber threats,
and standards landscape: Evaluation and roadmap. PMC/NCBI. https://pmc.ncbi.nlm.nih.gov/articles/PMC8200965/
° Kaspersky Lab. (2025). What is cyber immunity? Kaspersky IT Encyclopedia.
https://encyclopedia.kaspersky.com/glossary/cyberimmunity/

10 Software Engineering Institute. (2024). DevOps case study: Netflix and the Chaos Monkey. Carnegie Mellon
University. https://www.sei.cmu.edu/blog/devops-case-study-netflix-and-the-chaos-monkey/

11 Allied Market Research. (2023). Digital immune system market size, share, competitive landscape and trend
analysis report: Global opportunity analysis and industry forecast, 2023—-2032.
https://www.alliedmarketresearch.com/digital-immune-system-market-A77311

12 International Telecommunication Union. (2024). Global Cybersecurity Index 2024. ITU.
https://www.itu.int/epublications/publication/global -cybersecurity-index-2024

13 State Great Khural of Mongolia. (2021a). Law on Cybersecurity.

https://legalinfo.mn/mn/detail ?1lawld=16390365491061

State Great Khural of Mongolia. (2021b). Law on the Protection of Personal Data.
https://www.undp.org/sites/g/files/zskgke326/files/2024- /biznesiyn_bayguullaguudad zoriulsan garyn avlaga.pdf
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losses in 2023 amounting to 87.5 billion tugriks'*. In Mongolia, over 90,000 cyber
attacks and violation incidents are detected per week, and in 2023, an average of 91,788
suspicious access attempts were recorded per week across 8,699 IP addresses belonging
to 38 companies'®>. In terms of technical capacity, of the 184,576 registered IP
addresses in Mongolia in 2024, 11 suspicious activities were detected on 012 IP
addresses, causing approximately 90 billion MNT in damages, and countermeasures
were taken against 145 IP addresses'®. To strengthen institutional capacity, in 2023,
national and public centers for combating cyber attacks and violations were established,
and at the national level, government, citizen, the opportunity has been created for the
government, citizens, and legal entities have been provided with the opportunity to
receive professional assistance in the event of a cyberattack'”.

Table 2
Year Indicator Damage Caused Number of Suspicious Activities
2023 | Suspicious activity 87.5 b(lll\};;“T)T“g“k 91,788
.. . Approximately 90 billion
2024 Suspicious activity Tugrik (MNT) 11,012

Looking ahead, Mongolia is implementing a technical cooperation project with
the Japan International Cooperation Agency (JICA) to strengthen cybersecurity human
resources. In collaboration with researchers at the University of Oxford, a study is being
conducted to assess the current level of cybersecurity'®.

Cyber-Immunity Defense Mechanisms

Cyber-immune security mechanisms are based on principles that differ
significantly from traditional security measures. Traditional operating systems consist
of a base layer, application layer, and security layer, and if the security layer is
breached, an attacker can penetrate the lower layers and take full control of the system's
operations.

Kaspersky Lab's KasperskyOS operating system is a leading example of putting
cyber-immune protection mechanisms into practice. Each component of the cyber-

14 Ministry of Digital Development, Innovation, and Communications. (2024, October 10). Cybercrime caused 87.5
billion MNT in damages. https://mddc.gov.mn/eng/2024/10/19291/

15 Zolbayar, Ch. (2024, January 15). Over 90,000 cyberattacks are detected in Mongolia per week. itoim.mn.
https://itoim.mn/a/2024/01/15/society/yek

16 Ministry of Digital Development, Innovation, and Communications. (2025, January 29). Countermeasures were
taken against 145 IP addresses that were attacked by malicious code in 2024.
https://mddic.gov.mn/eng/2025/01/20833/

17 National Center for Cyber Attack and Incident Response. (2023). About Us. https://ncsirt.gov.mn/p/3
Government of Mongolia. (2023, August 30). On establishing a state budget enterprise for the “Public Center for
Combating Cyber Attacks and Incidents” (Resolution No. 319).
https://legalinfo.mn/mn/detail?1awld=16760334026011

18 Ministry of Digital Development, Innovation and Communications. (2024a, September 18). Collaborating with
JICA to train cybersecurity and drone specialists. https://mddc.gov.mn/mn/2024/09/18657/

Ministry of Digital Development, Innovation, and Communications. (2025, February 19). Oxford: Mongolia needs to
increase investment to ensure cybersecurity. https://mddic.gov.mn/eng/2025/02/21011/
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immune system is completely isolated from the others and from the external
environment, eliminating any uncontrolled interactions. The flow of information
between system components is continuously checked for compliance with security
policies, and the amount of trusted code that directly affects critical system assets and
functions is minimized!. Artificial intelligence and machine learning play a crucial role
in enhancing cyber immunity by enabling early detection and prediction of
vulnerabilities. According to Gartner's forecast, by 2025, organizations that invest in
digital immunity systems will see their downtime reduced by 80%, which will lead to
significantly increased customer satisfaction?’.

In terms of modern cybersecurity trends, identity fabric immunity—the proactive
and reactive protection of identity systems—and cybersecurity assurance or oversight,
New mechanisms—such as continuously validating technology, human processes, and
identity fabric immunity—have become top priorities for 2024-20252".

For artificial immune systems in information technology that apply the principles
of the biological immune system, cyber immune systems are new, mimicking the
adaptive immune systems of humans and animals. They are capable of detecting and
neutralizing unknown cyberattacks previously. While traditional firewalls and intrusion
detection systems have struggled to detect previously unseen attacks, cyber-immune
systems overcome this limitation by employing technologies inspired by biological
immunity??.

Conclusion

Based on the issues in the theory of cyber immunity, global best practices, the
current state of cybersecurity in Mongolia, and its defense mechanisms, the following
conclusions are drawn.

First, cyber immunity is an innovative concept that enables overcoming the
limitations of traditional defense methodologies. This approach, modeled on the
biological immune system, makes systems resilient to attacks by relying on the
principles of innate security, isolation, and continuous monitoring.

"Kaspersky Lab. (2024a). Kaspersky Security System. KasperskyOS.
https://os.kaspersky.com/technologies/kaspersky-security-system/

Kaspersky Lab. (2024b). Microkernel. KasperskyOS. https://os.kaspersky.com/technologies/microkernel/

20 Gartner. (2022). What is a digital immune system and why does it matter? Gartner.
https://www.gartner.com/en/articles/what-is-a-digital-immune-system-and-why-does-it-matter

2l Gartner. (2024, February 22). Gartner identifies top cybersecurity trends for 2024.
https://www.gartner.com/en/newsroom/press-releases/2024-02-22-gartner-identifies-top-cybersecurity-trends-for-
2024

22 Kousalya, G., et al. (2023). Artificial immune systems in local and network cybersecurity: An overview of intrusion
detection strategies. Advances in Computational Intelligence and Its Applications Journal.
https://www.acigjournal.com/Artificial-Immune-Systems-in-Local-and-Network-Cybersecurity-An-Overview-of-
Intrusion,184306,0,2.html

DOI: 10.65902/tsats.2026.01.002 Experience and Lessons from Human security in the cyber environment: Risks and
key protection issues

SECURITY AND DEFENSE STUDIES 23


https://os.kaspersky.com/technologies/kaspersky-security-system/
https://os.kaspersky.com/technologies/microkernel/
https://www.gartner.com/en/articles/what-is-a-digital-immune-system-and-why-does-it-matter
https://www.gartner.com/en/newsroom/press-releases/2024-02-22-gartner-identifies-top-cybersecurity-trends-for-2024
https://www.gartner.com/en/newsroom/press-releases/2024-02-22-gartner-identifies-top-cybersecurity-trends-for-2024
https://www.acigjournal.com/Artificial-Immune-Systems-in-Local-and-Network-Cybersecurity-An-Overview-of-Intrusion,184306,0,2.html
https://www.acigjournal.com/Artificial-Immune-Systems-in-Local-and-Network-Cybersecurity-An-Overview-of-Intrusion,184306,0,2.html
https://doi.org/10.65902/tsats.2026.01.002

"TSATS” ISSN 2313-8076

Vol. 25 No 56 (2026)

Secondly, the fact that the number of cyberattacks and the amount of damage
worldwide are sharply increasing year after year underscores the urgent need to
implement a cyber immunity system. Strengthening cooperation between the public and
private sectors is a crucial prerequisite for ensuring that everyone benefits from the
fruits of digital development in order to combat modern, sophisticated cyber threats.

Third, the Mongolian Republic is rated Tier 3, or “Improving,” in the GCI 2024
report. This assessment indicates clear progress in cybersecurity but underscores the
need to further strengthen technical capacity, human resource training, and international
cooperation.

Fourth, integrating artificial intelligence and machine learning technologies into
cyber immune systems is becoming a key trend in future cybersecurity. Cybersecurity
leaders are focusing in 2025 on implementing more centralized cybersecurity programs
that emphasize business continuity and joint risk management.

Recommendations
Based on the above conclusions, the following recommendations are made for the
Mongolian Republic: Incorporate the concept of cyber immunity into the national cyber
security policy and introduce cyber immunity—based technologies, such as
KasperskyOS, into strategic infrastructure. It is necessary to address the issue by
intensifying investment in developing artificial intelligence-based threat detection
systems and increasing the number of cybersecurity professionals.
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Access. https://www.researchgate.net/publication/383758233
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Kubep napxiaa, TYyHHI HOJI00JIMIHH acCyyAa]

Omzonbasp Iozzondoo’ "2, Jlasaanam Anxoaap®”, Inxoam Apuynzyn’
bacw, batieanuiin yxaanvl mouxum
Ynoscnuii bamnan Xameaanaxein Ux Cypeyyns, Moneon Yic

Xypaaneyii: Oueocutin oudcuman pur yeo Kubep XaiodideblH Moo JHCUL UPIX
mycam 3pc HIMIE00C Oaileaa Hb  YIAMICIAIM  XAMAALANMbIH  AP2aAYadLYYObIH
XA32aapaazoman 6auonvbie WIPYyaxc, WuHd XaHoiaza xXaux waaponazvie outl 6012000
oauna. Cyodaneaanyyoaac xapean OUONO2ULH OAPXAAAHLL CUCTNEMULH 3APYMY)0a0
myneyypracan kubep oapxaaa (Cyber Immunity) eacon Y351 6apuMmAGLbIH OHOJIbIH
YHOIC, O9IXULH dcuwue xapaenda, Moneon Yacvin kubep arwoyneyu 6ationsin oHoo2uliH
batioan OONOH XAMeaanaMmvlH MeXAHUIMYYoble CYOandxHc wuHicure?? xuis. Kubep
0apxX1aaHbl XamM2aalaimvlH MEXaHUsMyyoblH XY6b0 XaMUliH 0aea umedIMi#CI920CIH
k00?3, macpanmeyii xananmoin cucmemo cyypuncan KasperskyOS yiinonuiin cucmem
OO0NOH XULLMAI OIOYH YXAAHO MYN2YYPAACAH Qioyl UWIPYYIAIX CUCMEMYYO O3IXULH
XOMIICIIHO UXIIXIH OP2OH XIpa2na203xc batina. Gartner**-uiin maamaznanaap 2025 on
29X90 Kubep O0apxiaanvl CUCmemo XOpPOH20 OpYyIaim XUulicoH Oat2yyinazyyobit
XOpOH2o opyyLarmulH 302coneu batioan 80 xysuap bazacax menoemaii OAUHA 22HCII.

Tynxyyp ye: Kubep oapxnaa, xubep aiwoyieyu 6Oaudan, XutiMdn OapXiadHbl
cucmem, KasperskyOS, ma03911uiin aroyneyi baiioan.

YHacon xacar: llaxum opuMH Aaxp XYHMHA aoynryid Oaifman Hb TacpaiTryi
XyBBbCaH 00pwIereXk Oaiiraa candap 66ree 1 TEXHOJOTUMH IIWHD JBIIHI OYPHIH XaMT
IIMHY 3pcadd, Oonomxkyya Ouit 6oncoop OaiiHa. XyHuil aroynryil Oalaiblr XaHraxblH
TYAA J29pX OyX XyYWH 3YWICHWT Xapraj3aH Y32k, IIOTI apra XdMKI) aBax
Iaapiararaii 6aitna.?

Kubep mapxmaa ragsr Hb MIADIIUIMHH CUCTEMYYA KHOEp Xajara, aroyi
3aHANXUIIUIMAT 06pee WIPYY/DK, 60pee XaMraak, eepee COPIIdrIdX YaJBapbir
X31H3?®. DHAXYY Y321 GapuMTiIan Hb GHONOrMIH JapXjaaHbl CHCTEMUIMH 3apUMYY b
M333JUIMHH TEXHOJIOTHUA XAP3IJISCHIIP YYCCAH 06reesi OpuuH YEHH KHOep aroynryi
OaliUIBIH CyairaaHbl YyXajl Yuridil 007100/ OaliHa.

23 CucTeMuiiH al0yaryi GailIyIbIr XaHraxas Iyyz1 oposIor KOABIH X3MKIIT allb 60J10X Oara Gaiiirax 3apauM oM.

24 Gartner 601 AHY -1 Gaiipazar A3/IxuifH TOPryyIsX M3IIUIMIH TEXHOJIOTHIH Cy/laiiraa, 30BJIeree erner KOMIaHH
oM. 1979 onn XKuneon 'aprtHep yycraH OGailiryysncan Gereen eHeenep manxuiiH 100 rapyit opubr 15,000 rapyii
Oaliryymnarag YW T9uIASL

25D DOI: 10.65902/tsats.2026.01.002 Experience and Lessons from Human security in the cyber environment: Risks
and key protection issues

26 Kaspersky. (2022, November 23). What is cyber immunity and how to build an operating system based on the
concept. Kaspersky Blog. https://www.kaspersky.com/blog/how-to-create-cyberimmune-system/46314/

Wlodarczak, P. (2017). Cyber immunity. In 1. Rojas & F. Ortufio (Eds.), Bioinformatics and biomedical engineering
(Lecture Notes in Computer Science, Vol. 10209, pp. 1-9). Springer. https://doi.org/10.1007/978-3-319-56154-7 19
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Kacnepckuiin nmabopatopuiin yHmaciadry Errenuit Kacnepckuii kubep mapxiaar
"Kubep dapxnaanvl cucmem 23032 Hb aroyieyil bauxaap 30Xu020CoH, Xauioiaead epmcoH
Y YHOCOH yYp2aa 2yiiysmescadp baiioaz cucmem iom>’" I3k TOLOPXOMIICOH.

buosioruiin napxmnaatai XxapblyyJK Y3BAJI:

Kubep mapxmaansl y331 6apuMTiag Hb OMONIOTUNH JapXjiaaHbl CUCTEMTIH OJIOH
Tajlaapaa TeCTIM:

1 Oyesop xycnsem
J/n buosioruiin gapxiaa Kubep napxmaa

1 Bupyc, 6aktepu mipyyimx XopToi KOJI, XaJajgara wipyyJisx

2 Ocpar 6ue yycrax XamraajnanTblH TypaM 00I0BCpyyIax
3 Hapxiaansl caHax o XammIarelH M3I33JIIUHH CaH

4 Oepuiiree caprx Cucremuiir aBTOMaTaap caprax

5 l'anHBI OMETHIT TaHUX XoBuiiH Oyc Oaitian HiIpyyasx

Kubep napxmaanbl cucTeMyY/l AapaaxX YHACOH 3apuMyyaal Tyaryypiajiar:

1. Tepmen aroyreyu 6atioan: CucTeM 30XHOTIOX Ye€3C Hb AIOYITYH OalibIr
XaHrax 3apyum 0ereej YHICHH OYTIP/ Hb cyyiracaH Oaiuar;

2. Xameuiin 6aca spx: CucreMuiH OYpIIIXYYH X3CIr OYyp 36BX6OH ©OpHIiH
YYPOI'T lIaapjuiaratail XxaMruiiH 6ara 3pXx1ou 0aiix 3apunm;

3. Tyceaapnarm: CuUCTEeMHMIAH HAT XO3COTT Xauuiara rapcaH 4 Oycax XdCorT
HeJlIeeNexryi Oaiixaap Tycraapiajiar;

4. Tacpanmeyii xananm: CUCTEMHIH YT a)KUJUIaraar TaCpainTryi XsTHaX, XIBUITH
Oyc YHIUIMAT WIAPYYIIAT;

5. Hacan 3oxuyox wuaoeap: IlluH> TOpmmitH Xamgmarag gacaH 30XHUIIOK,
Xamraajajitaa aBToMaraap MUHAWIIX YaaBap Ik y33:kK O0JHO.

Kubep oapxnaa cyn 6avix yp oaeasap: Kubep napxmaa cyn Oallx Hb 360BXOH
TEXHUKUIH acyyaan Ouin 0ereej yic OpHbBI HUWIDM, dAUWH 3acar, YJC TOPUIH OJIOH
canOapbIH XYPI9H] HOJIOOJIAer HAPUIH TOBOTI'TIH Y33TIT IOM. DHIXYY Cya Oalaisir
aIlIUTIaX COHUPXONITOM ITrIdAYYA XYBb XYH, Oalryyiiara, yichlH TYBIIUH] TyC TYChIH
30pWJITOOP YT aKujlIaraa siByyJsjar OaiHa.

Xy6v xynuti myswuno: XyBb XYHUH KuOep napxiaa cyi 0ailx Hb XYHUI XyBUHH
MDAJIPAIUTANH al0YATYH Oaiana uryy Heseenaer. OpuuH YeUH TUKUTAT OPYHH]T XYBb
XYH ©Jep TYTMbIH YW1 aXWwilaraaHnaa IaxuM OaHK, HUHUTMHIH CYIDK33, IAaXUM
XyJajjaaa 33p3r OJOH TOPIMMH MYJPIJUIMWH CHCTEMHUUT aluriajar OoJICOH. DHAXYY
Xamaapana HAIMAITIPXUNH Xdp33p KHOep XalarblH 3pCIdT 4 HAIMATAMK OailiHa. MeH
Xanmard STradayyl (UIIAHT, HUATMAWH WHXeHepwdJ (social engineering), XopToit
IIPOTrpaMM 33p3r apryyabll AlUITIaH XyBUMH M333J19J1, CAHXYYTUHH 3PXUUT XyJIrainax
6omomMkTON Gonaor. YyHu# yp AYHI XyBb XYH CAHXYYTHIH XOXHPOJ amcaxaac rajgHa
HAp TOpee yHaraax, XyBHWH Hyyllaa ajjax 3pcaany eptraer Oaitna. Cynanraanyyaac
xapBall KuOep XaJijlarblH yJMaac XyBb XYHHMH XOXHUPOJ XKHIJI HpPIX TycaM ©CeH

27 Kaspersky, E. (2021, November 12). Transition from cybersecurity to cyber-immunity. IRISSCON 2021. Infosecurity Magazine.
https://www.infosecurity-magazine.com/news/transition-cyber-immunity-kaspersky/
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HAMATIK Oaifraa OGereen 5HA Hb KuOep Japxiaar OdX>KYYJIdX IMIaapijarbir yjaam
TOJOPXO0i1 OoNToX OaifHa.

baiiryynnarsis TyBImMHA: balryysmareia TYBIIMH] KHOEp Aapxjaa cyJ Oaiigan Hb
epcesiierd Oaiiryymiara O0JIOH KUOEp TIAMT Xd3PAITHYYIR[ JaByy Taj OJIOAOr.
BaiiryynnarslH M3A9JUIMAH CUCTEMJ HOIBTPIX OOJOMXK OJIICOH Xaijard 3Tradja Hb
YATWIYYJIOTYIUWH M3JP2JUIMAH CaH, OKYHBI ©MY, CAHXYYTHHH M3JAJIAI 33PTHMUT
XyJraiiax 3CBaJ ransomware Oyly XOpTOH Mmporpamm ailuriaH OalryysiarslH Yl
aXwuiaraar OyxdJia Hb CaaTyyJDK MOHTOH Tel0ep HAIXdX OO0JOMXKTOH Oommor. DHd
TOPIAMMH Xanjjara Hp Oaliryyjuiaraj CaHXYYTMHH WIyyJd XOXHUPOJOOC —TrajHa
XOPATIATYAUNH UTTANIIIMIT anjax, 3ax 33377 33713X Oailp cyypua cynpyynax 33par ypT
XyramaaHsl ceper yp JAaraBap aBuupjar. [[PnxuitH XoMK39H TOMOOXOH KOPIOPAIUya
kuOep XalajarblH yJIMaac X3J9H apBaH cas JOJUIapblH XOXUpPOJ aMcax Oaiiraa Hb
OaifryymuarelH kuOep mapxiaar OdX>KYYJIdX Hb CTpaTerHilH 3alllryid miaapjsara
OO0JICHBIT XapyyJik OaliHa.

VAChIH TYBIIMHA: YJCHIH TYBUIMHA KUOep JapxiaaHbl cyi Oaijgan Hb yIic
YHIDCTHUN YHIDCHUW aroyaryd Oaipann myyn HejieejioxX daaBaprTaid. ['amaan opHBI
TarHyyJblH Oaliryyiiara O0JOH JalicarHacaH yJiC OpPHYYABIH KHOep HATKYYI Hb CYI
Xamraajainrrail 137 OyTUMHI allWIyiaH 3aCTUilH ra3pblH HYYI MDJP3JI3J OJDK aBax,
[axWiraad XaHTaMK, Xapuilaa Xoj000, CaHXYYTMHH CHCTeMJ Xaigax OypaH
0O0JIOMIKTOM OOIIOT.

Kubep nmapxmaa cyn Oaiiraa yic OpHYYABIH XYBBJ DAT33p 3PCId Hb 30BXOH
TEXHOJIOTHMIH acyyJaia OWIl, XapuH YyJIC Tep, JJAWHH 3aCTUAH TOTTBOPTOM Oaiimai
HOJI00JIOX CTPATETHHH aroyn O0JDK XyBupiar. MiiMa onoH yJCHIH cyasiaauup KuOep
Japxjaar YHIDCHHM aroyiryd OaluiblH OOMJIOTHIH CaITyH XA3CAT OONTOH aB4 Y33X
1aapjajgaraTair oHIODK OalHa.

Cynaaraansl x3c3r: Kubep xananarslH JDJIXUNRH CTATUCTHK, KHUII).

OpuuH yeuiH IWXKUTAl OPYMH] KUOEp XaJajarblH TOO KHJ HPIX TycaM 3pcC
mMarak  OariHa. Check Point Research-uith cymanraansr ayHr»»p 2024  oHbl
rypaBayraap yJaupail IPJIXUH gasap HAT Oalryyiuiara 1000 XOHOTT ayHmkaap 1,876
kubep xanayara OypTraracoH Hb 2023 oHBI MOH YET3H Xaphllyyiaxaj 75 XyBuap ©6CCoH
Y3yymnar om?®, D3 Hb KHOEp XalIarkiH 0COITUIHH XaHIara TaCPaNTIYil YProHKIbK
Oaliraar ToIOpXoH XapyyJok OaitHa.

CanxyyruitH xoxupibsiH XyBba 2024 onx mdnXuil fasiap KuOep TAIMT XIPTUiH
ylIMaac ydpax XOXupod 9.5 ux Hasa am.Jojutap XYpIXd3p TOOIOT/ICOH 0ereeja 5HH
yayyaarr 2025 on mxaa 10.5 ux Hasm am.poymiapt XypH? sk Cybersecurity Ventures
TaaMariax Oaitna®’. MeH HAr ereruInil 3epwiniiH ayHaax 3apaan 2024 onx 4.88 cas

2 Check Point Research. (2024). A closer look at Q3 2024: 75% surge in cyber attacks worldwide. Check Point Blog.
https://blog.checkpoint.com/research/a-closer-look-at-q3-2024-75-surge-in-cyber-attacks-worldwide/
2% Cobalt. (2024). Top cybersecurity statistics for 2024. https://www.cobalt.io/blog/cybersecurity-statistics-2024
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am.josIap 60K, eMHeX oHooc 10 XyBHap ecceH 6aitna’’. Kubep XananarsiH JixuifH
CTaTHCTHUK Y3YYJIITYYX

1 Oy2sap epagpux
OJIOH YIICBIH CaHXYYTHIH XOP XOXHUPJIBIH 6CONT

2022-2025

$12.00
$10.50

10.00 $9.50
s $8.90
$8.40

$8.00

$6.00

WX Hasq am.1oJjiap

$4.00
$2.00

$0.00
2022 2023 2024 2025 raamarnan

CanbapbiH  XyBbJ OOJIOBCPOJ, CylnairaaHbl Oalryyuaryya Jo0J00 XOHOIT
nyHpkaap 3,828 xamaran epTaer XaMruidH 3pcadITan canbap 60100/ Oaliraa 6eree;n
3aCTUiH raszap, IPPruiiH Oairyysiara O0J0H 3pYysl MAIHIUNH candap TYYHUHI Jarax
OaiiHa. Ransomware Oyry XOpToi  IpOorpamMMbH XajlajgarbiH XyBba 2024 OHBbI
rypasayraap ymupana 1,230 rapyit TOXHOIIONI OYPTrArIcOH 06reea XOXUPOrdIbH 57

XyBb Hb X0l AMEPHKT TOBIOPU3)° .

2 dyeaap epaghux

Canbap Tyc OypuitH xanyiarsid T00-2024

4500 3828
4000
3500 2553
3900 2176
1739
2000 1200
1500
1000
500
0
Bonoscporn, 3acruiin razap Dpyya MHA Canxyy Bycan
CynanraaHel
Oaiiryysuiara

JIOJ'IOO XOHOI'T AYHAAX XaJlularblH TOO

30 SentinelOne. (2024). Key  cybersecurity  statistics. https://www.sentinelone.com/cybersecurity-

101/cybersecurity/cyber-security-statistics/
31 Check Point Research. (2024). A closer look at Q3 2024: 75% surge in cyber attacks worldwide. Check Point Blog.
https://blog.checkpoint.com/research/a-closer-look-at-q3-2024-75-surge-in-cyber-attacks-worldwide/
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Jlanxutin yac opHyyowin Kubep 0apxaaanvl OHOO2UliH 6aAU0Al.

Kubep napxmaanbl y331 OapuMTiad Hb OHOJBIH XYPAIHIAC rapy NPaKTHK
XOPATIIHI HIBTPIX OOJCOH Hb OpYMH YEHilH KuOep awyiryil OailiibiH canbapbiH
qyxajn Xerxwi oM. Yunasapmonuitn uatepHeT (Industrial Internet of Things-I11oT)
6onon Industry 4.0-uiiH XYypadHI MAID3JUIMAH TEXHOJOTH OOJOH YHIABIPIAIUIAH
TEXHOJIOTHIH HOT/PJI Hb KMOEp XaJIIarblH TajxOaphIl 3pC HAMATIYYIDK, YJIaMKIanT
kuOep aroyinryi OalIuyibIH XaMraanaiTblH Xs3raapiaraMall OalAibIr WUIPYYJICHHIMA
YHICOH 133p Kubep JAapXiaaHbl MIHHD Y3571 6apuMTIan 6uii 60con Gaita’?.

JpnxuiiH yic opHYyAbIH KUOep Japxiiaa MpakTHK XIPATIIIHUN TAOPTYYIIX HKHIIII
6on Kacnepckuiin mabopatopuiin 6ooBepyyican KasperskyOS yinnnuiin cucreM oM.
Kubep gmapxmaar XdparKyyiadX YHACOH apra Hb  MOIIUIMHH  CHCTEMHUUT
TycraapJiarjical X3CcTyyAd/l XyBaax, THAIPHUIH XapuilaH YITWIdIMNT XSIHaX 3apuuM/a
TyIAryypiagar 6ereeji HiiM CHCTEM]] yupax MXdHX XaJyjijlara yp JYHTYH OOJDK, CUCTEM
Hb JaifcarHacad OpYMH] 4 YHACOH YYPIdd TYHIDTrIC?p Oaitna’’,

A YHIABIpUIH canbapT kubep AapxiiaaHbl XIPIriadd OHHrOM au X0100raonToi
0omx OaitHa. Netflix komMmmaHu eepUfH CUCTEMUNT caHaaTalraap 3BApY yHarax '"chaos
engineering" apraujanbl amuUriaH 3M33T OalAnbIl WIPYYJDK, ariidH 3yyp JacaH
30XHUII0K, ©0POe6 CHPIIITAIAT AN OyTHUHr Owili OO0JATOCOH Hb KHOEpP JapXJIaaHbl
CHUCTEMUHH TNPaKTHK XOPIKIWITHHH HAI TOMOOXOH KHIIYD 0omkdd >4 . Kubep
JapXJlaaHbl CUCTEMHUWH JTPIXUNUH 3aX 39371 2022 ona 16.8 opbym ammosuiap OaiicHaac
2032 on rax3/1 57 TSpOYM aMI0JIIapT XYPHS 'K Cy/JIaaun | TaamMariarjaxk 6aina’’.

Momneon Yacein xubep arwyneyi 6aiionvin enoeeutin 6auioan: MoHTON YICHH
KuOep aroynaryil OailiiblH TYBIIMHT OJIOH YJICBIH XAMXIHI YHDX3A [TU-nitn
Jonxuiin kubep aroynryit 6aitnnea uaaexe (GCI) ayxan yypar ryimraar. GCI 2024
Taitnanraap Monron Ync 56.36 onoo aBu, 194 opuooc 103 myraapt Oytoy "Baxokmxk
oyit" (Establishing) racan 3 myraap TyBmmHI YHAIATACOH HE 2020 0HBI 26.20 0HOOTO#
xapelyynaxaz 17 6aiip yparmmican y3yyair oM °,

Tynryyp XaMXUTITIPXYYH Oyp33p aBu y3Ba1 Monron Yic Xyymib 3pX 3yH, OyTanl
30XMOH Oairyymant, 4agaBX O9X>KYYJIITHHH XYBbA SPUUMTIN ©CONT Y3YYIDK, A3H
HomxoHn nanaiin O0yc HyTrHifH TyHAaX YHAJITIAT XaHTacaH OaifHa.

Xyynb 3px 3yHH opuHbl XyBba Monron Yic 2021 onooc xoitm Kubep atoynryi
OaliuIbIH TyXall Xyyib, XYHUH XyBUHH MDII3J9JI Xamraajax TyXal Xyyib OOJIOH
THATIIPHUNAT JarajjiaH rapax AYpOM, KypMYyYAbIT OaTalK Xyylb 3pX 3YHH OpPYHBIT

32 Butt, U. A., Amin, R., Aldabbas, H., Garg, S., Alroobaea, R., & Almotiri, S. H. (2021). Industrial IoT, cyber threats,
and standards landscape: Evaluation and roadmap. PMC/NCBI. https://pmc.ncbi.nlm.nih.gov/articles/PMC8200965/
3Kaspersky Lab. (2025). What is cyber immunity? Kaspersky IT Encyclopedia.
https://encyclopedia.kaspersky.com/glossary/cyberimmunity/

3 Software Engineering Institute. (2024). DevOps case study: Netflix and the Chaos Monkey. Carnegie Mellon
University. https://www.sei.cmu.edu/blog/devops-case-study-netflix-and-the-chaos-monkey/

35 Allied Market Research. (2023). Digital immune system market size, share, competitive landscape and trend
analysis report: Global opportunity analysis and industry forecast, 2023—-2032.
https://www.alliedmarketresearch.com/digital-immune-system-market-A77311

3International Telecommunication Union. (2024). Global Cybersecurity Index 2024. ITU.
https://www.itu.int/epublications/publication/global-cybersecurity-index-2024

SECURITY AND DEFENSE STUDIES 31


https://pmc.ncbi.nlm.nih.gov/articles/PMC8200965/
https://encyclopedia.kaspersky.com/glossary/cyberimmunity/
https://www.sei.cmu.edu/blog/devops-case-study-netflix-and-the-chaos-monkey/
https://www.alliedmarketresearch.com/digital-immune-system-market-A77311
https://www.itu.int/epublications/publication/global-cybersecurity-index-2024

"TSATS” ISSN 2313-8076

Vol. 25 No 56 (2026)

tacpantryi caixpyyiacan Hb GCI-uiiH Xyynb 3pX 3YHH Y3YYJDATHHH J331 OHOOH]
OMPTCOHBIr MMIPXUitK Gaitma®’. T'acoH Xoamit 4 kubep XanaarkiH TOO, XOXHPJIBIH
XOMKID OCOH HAMAIIYK Oaifraa Hb aHxaapan Tatax OaiHa. CyynwiiH TaBaH >KUJIUIH
XyramaaHj Tep 3aXypraa, OJIOH HUHTHIH OalryyIuiara, XyBUHH X3BIIWI, UPTIHUAUT YII
XapraizaH KuOep Xananarajg epTceH Toxuoimon 25,849-n xypy, 2023 onx yuupcan
X0XHpoI 87.5 Top6yM Terpert xypcaH 6aitna’S. Monron Yican 10100 xonort 90 rapyit
MSHTaH KuOep Xxajuiara, 36pWIMHH TOXUOJIION WpIdr Oereen 2023 oHI 10100
XOHOI'T AyH/pkaap 38 xommnanuiiH 8,699 IP xaart 91,788 ynaaruiiH c:KUrTtHii XxanaanTt
WIIBPCOH Gaitaa’®. TeXHHKHIH 4aaaBXbIH xyBba 2024 ong Monron Yacan 184,576 1P
xasr Oyprrantai Oaifraaruitn 11,012 IP xaart caxurtdil yinmn wnpd, 90 opuum
TOpOYM TOrperuiiH XoX|pol yupyyik, 145 IP xasrt xapuy apra Xamuxk33 aBcan Oaitna’,
WucTuTyuunitn yagaBxsir 09x0kyydX uunmiag 2023 ona kubep xanjara, 3epyiiITiil
TAMIPX YHIICHUH OOJOH HUNTHHAH TeBYyHA Oalryynaraak, YJCBIH Xd3MXK33HI Tep,
UPI3H, XYYJIUHH 3Tr3d37 KuOep Xajajiarajg epTceH TOXUOJAOA MIPIINIMUH JIOMKIAT

aBax GosoMx OypcoH Gaiina®!.

2 0y2aap xycHaem

YupyyJican xop CoKHATTIH XaHIAITHIH
XOXHUPOI TOO
2023 CaXKUTTHH XaHIaIT 87.5 TapOym™m Terper 91.788
2024 | Concermoit xamgarr | °0 CPFPRATIPOYM 11.012
TOrper

Haamapia ynrmaniie xyBbd Monron Yiac Snon YiaceiH ONOH YJICBIH XaMThIH
axuiUiaraans Gaiiryymiara (JKAMKA)-rait xaMTpas kuGep aroynryii Gailuibie XyHuit
HOOLMUI YaJaBX)KyyjdaX TEXHMKHMH XaMTBhIH a)XWUIaraaHbl TOCIHUT X3PIKYYIDK,
OxcdopablH HX CYpPryyJauiH 3pIdMT3ATIH XaMTpaH KuOep aroyiaryd OaluiblH
OHOOTMItH TYBITHHIAT YHAIDX CyAajIraar sByy/K OaitHa*.
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TOpOYM TOrperuiiH XOXUpoJ yuupudd. https:/mddc.gov.mn/eng/2024/10/19291/
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Kubep oapxnaamnsl xameaananmoin mexanuzmyyo:

Kubep napxmaanpl XamraajnaiThlH MEXaHU3MYyA Hb YJIAMXKIAIT aloyJIryd
OalIIBIH apra X3MXKIIHYYADIC 3pC sUraatail 3apuuM] TYJAryypiagar. YJIamKIanT
YIILUIMIH cUCTEMYY[ CYypb JlaBxapra, aniuUIMKEeWIIHbI JaBXxapra, aroyiaryd OaiuibIH
JaBxapra T3COH TypBaH TYBIIHUH OYyTAUTIH Oereej aroyiryid OaiiinblH JgaBxapra
36pUMI/ABOJ XaJlJard 3Trad ] J00 AaBXapryyaaa HIBTIpY, CUICTEMHUIH Yl aXujuiaraar
OYX2I1 Hb yAHpAaX OOJIOMKTON OOIIOT.

Kacnepckuiin maboparopuitn  KasperskyOS  yiumiin cucrem Hb  Kubep
JIapXJIaaHbl XaMraalalThlH MEXaHU3MBIT MPAKTUKT XAP3KYYJICIH TIPIYYJIdX JKUILIID
oM. Kubep nmapxiiaanbpl CUCTEMUUH OYpIAIXYYH Xd3CAT Oyp Ome OmeH?d¢c3d 00s10H
rajaaj Op4yHooc OypaH TycraapiaricaH Oaigar Oeree;l siMap HITPH XSHAITTYH
XapwilaH YWrwnaudr OypaH apwiraaar. CHUCTeMHH OYpAIIdXYYH - XOCTYYAUIH
XOOPOHJBIH M3JPUIMHH yperaja Hb aroyiaryil OaiaielH Oojuiorox HUHIK Oaiiraa
ACOXMUT TACPAITTYH mianragar 0eree;i CUCTEMHUWH 4dyXall XOpeHre, (GYHKIHI IIyy.
HOJIOOIII6T MTIAMIKIIAIICOH KOJBIH XOMAKD XaMIuifH Gara Gaiixaap Toxupyynarmiar®,

XuiiMan OIOyHBI OOJIOH MalllMH CYpPrajiThlH TEXHOJIOTH KHOep JapXjiaaHbl
CUCTEMHUUTr ynaM OOJIOBCPOHTYH OOJroxXoJ| 4yXaj yypar TyHudTrax Oaiina. Xuimoan
OIOYH yXaaH OOJIOH MallMH CyprajT Hb 3M33T OalUTbIC 3pT WIPYYIdX, TaaMariaxasn
TyciaH Oairyysiaryynaa 0on3omryil kubep aroynaac yppAuliiaH XaMmraanax UI3BXTIN
apra XaMx33 aBax 06o1omx osronor. Gartner-uiiH Taamarnianaap 2025 oH raxs] Haxum
JapXxJIaaHbl CUCTEMJ] XOPOHT'® OpYYJIaNT XUHUCAH OaliryyiaryyasiH 30rCoNThHIH XyTanaa
80 xyBuap Oyypax 0ereej; SH> Hb XIPATJATUIUNAH COTIDII XaHAMMKUUT MOJIATIAIXYHIT
HOMOITYYIIIXA XypraHs*,

OpunvH YyewiiH KuOep amyJryd OalUIblH 4YWUT XaHIJarblH XYyBBbJ TaHHUX
MYJIPPXYHHUE JapxiaaHel cucTeM Oyroy identity fabric immunity HB TaHHX
MDJPPXYHHUN CUCTEMUUT WIPBXTIHN OOJIOH Xapuy YHJIMAH apraap Xamraalnax, Kuoep
aroynryd OaiiibiH OaTairaaxyyianT Oyry XsSHaiT, TEXHOJOTH, XYHHH YW SIBLBIT
TacpalTryd OaTanraakyyjaax 33par muHd MexaHusmyyn 2024-2025 oH TAOpryymdXx ad
xon6oraoTol 6071c0oH GaitHa®’.

buonorniiH  mapxiaaHbl CUCTEMUHH 3apuMbIl  MOA3JUIMIAH  TEXHOJIOTH]
X3PATIACOH XUHMAJ JapXjaaHbl CUCTEMHUMH XyBbJ KHOEp HapXjaaHbl CUCTEMYYH Hb
XYH OOJIOH aMBbTHBI JJacaH 30XMIIOTY JapXJiaaHbl CUCTEMHUNUT AyypaiiraH IIUHD, 6MHO
Hb YJ MDJIIIDX KUOEp Xayiarbll WIPYY/DK, caapMmarkyylax daaBapTaid Oaiinmar.
VYraamknant raiat xaHa OOJIOH Xalijuiara WIPYYJIdX CHCTEMYYZ ©MHO Hb TOXHOJI0XK
Oaliraaryi XaJjiareir WIPYYJIdXdA XYHAPAITIU Oaican 601 kubep napxiaaHbl CUCTEM

#Kaspersky Lab. (2024a). Kaspersky Security System. KasperskyOS.
https://os.kaspersky.com/technologies/kaspersky-security-system/

Kaspersky Lab. (2024b). Microkernel. KasperskyOS. https://os.kaspersky.com/technologies/microkernel/

4 Gartner. (2022). What is a digital immune system and why does it matter? Gartner.
https://www.gartner.com/en/articles/what-is-a-digital-immune-system-and-why-does-it-matter

“Gartner. (2024, February 22). Gartner identifies top cybersecurity trends for 2024.
https://www.gartner.com/en/newsroom/press-releases/2024-02-22-gartner-identifies-top-cybersecurity-trends-for-
2024
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GMOJIOTHITH JapXJIaaHaac CaHaa aBCaH TEXHONOTMYJIBIT ANIMITIAH SH XsA3raapiaraMa
GaiiIBIT qaBaH Tyynaar'® Gaiina.

JAyruaar

Kubep mapxiaanbl OHOJNBIH acyyJai, AJIXUIH KUALIUT X3PpIriadd, MoHron YIicskH
kuOep arynryi 6aiIblH eHeeruitH Oaiigan, XxaMraanaiaTblH MEXaHU3MYYIbIT YHICOH
IP3p Japaax AYTHAIITYYAR Xypd OaifHa.

Hornyrasprt, kubep mapxiiaa Hb YJIaMKIaNT XaMraalaiTblH aprauiallyyJblH
Xsi3raapiaaraMan  Oaiuibll  aBaH TyyjdaxX OOJIOMMKMHI  OJITOJOT  LIMHBJAT Y391
OapuMTiian oM. buonoruiin napxnaaHel CHCTEMUIT 3arBap OOJITOCOH HHAIXYY XaHAJjara
Hb TepMeJl awyiaryl Oaljan, TycraapiaiT, TacpalTryd XsSHAJITBIH 3apuMyy.iaj
TYJATYypJaH CHCTeMYYIUUT Xaljiaraja TICBIPTIH O0yrox OaiiHa.

XoépayraapT, IRAXUMH XOMKIIHA KHOEp XaiajarblH TOO, XOXUPJBIH X3MKI)
KU HpPIX TycaM dpc ecd Oaiiraa Hb KuOEp dapXjaaHbl CHUCTEMHUUT HIBTPYYJIX
3aMUIIITYH Taapuiarbir TOAOpXOMnk OaiiHa. OpunH YeWWH HApUH TOBOITIM KHOEp
aloyNl 3aHAIXMAIATINH  TAOMIDXUNH TynJd HUATHHH OONOH XYBUWH CEKTOPHIH
XOOPOHJIBIH XaMTBhIH @XWJularaar OdXKYYJdX Hb I[aXUM XODXIJIMHH Yp IIMMHHT XYH
OYpT Xyprax dyxai HexI1el 60ink OaifHa.

I'ypaBayraapt, Monron Yic GCI 2024 rtaiinanraap Tier-3 Oyrooy "baxxmk Oyi"
TYBIIUH]] YHYJATJCOH Hb KUOEp aoyAryil OaiiIblH YUTIDI] TOJOPXOU axuIl TapCHBIT
XapyyJok Oairaa OOJOBY TEXHUKHIH YaJaBX, XYHHH HOOIUHH ODJITIAJI, OJIOH YJICHIH
XaMTBIH aKUJUIaraar naamm 1 63xKyylIdX [iaapuiaraTair WIdPXUHDK OaifHa.

JlepeBayradpT, XUHAMAT OIYH yXaaH OOJOH MaIllMH CyprajThlH TEXHOJOTHUUT
KHOep JapXjaaHbl CUCTEMJ HATTIOX Hb UPIIAYHH KUOep aroyiryi OalibIH TOJI Yur
xaHyrara 6ok OaitHa. Kubep aroynryi#t Oaiinnein yaupnaraug 2025 oHj OW3HECUH
TacpalTryid Oaigan G0JIOH XaMTapcaH PCAPIUIH MEHE)KMEHTHHT YyXaTdyuiIcaH, WIYY
TOBJIOPCOH KHUOEp aroyiaryd OalibiH XOTeNOepYYIUNT XIPATKYYIIXd aHxaapiiaa
XaHyyJDK OaifHa.

Cynanraans! yp AYH

J33pX OYTHAATYYIR YHIICIOH MOHros YIIChIH XyBbJl JapaaX CaHaJbII raprax
Oaifna: Kubep nmapxmaansl Y3371 OapUMTIANBIT YHIICHUN KuOep awoynryid OaiuibiH
6omyoron Tycrax, KasperskyOS 3spsr kubep papxiaaHbl 3apuuMll CyypWICaH
TEXHOJIOTHMYBIT CTPATErMMH 311 OYTL3A HAIBTPYYJIdX, XUIUMAII OIOYH YXaaH]l CyypHJIcaH
aloysl  WIPYYJIdX CHCTEMHUHI XOrKyYl3X, MeH Kubep aroyiaryi OalibiH
MAPIIKUIATHYYAUNH TOOT HAMATAYYJIAX YHIIIAJIA XOPOHT® OPYYJIAINTHII 3PUUMKYYJIIX
Hb aCyyJUIbIT aBY Y33X IlIaap/iaratai oM.
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